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Credential Phishing Prevention Content Inspection Features

Phishing sites are sites that attackers disguise as legitimate websites with the aim to steal user information,
especially the user credentials that provide access to your network. When a phishing email enters a network,
it takes just a single user to click the link and enter credentials to set a breach in motion. You can now identify
and prevent in-progress phishing attacks by controlling sites to which users can submit corporate credentials
based on the site’s URL category. This allows you to block users from submitting credentials to untrusted
sites while allowing users to continue to submit credentials to corporate and sanctioned sites.

Credential phishing prevention works by scanning username and password submissions to websites and
comparing those submissions against valid corporate credentials. You can choose what websites you want
to either allow, alert on, or block corporate credential submissions to based on the URL category of the
website. Alternatively, you can present a page that warns users against submitting credentials to sites
classified in certain URL categories. This gives you the opportunity to educate users against reusing
corporate credentials, even on legitimate, non-phishing sites. In the event that corporate credentials are
compromised, this feature allows you to identify the user who submitted credentials so that you can
remediate.

Take the following steps to prevent phishing attempts by controlling the sites to which your users can submit
credentials.

Enable Credential Phishing Prevention

Decide what user credential detection Each of the Methods to Check for Corporate Credential

method you want the firewall to use to |Submissions requires a different User-ID configuration to check for
detect corporate credential submissions |corporate credential submissions:

and configure User-ID as required to e If you plan to use the group mapping method, which detects
support the selected method. whether a user is submitting a valid corporate username, Map
Users to Groups.

o |f you plan to use the IP user mapping method, which detects
whether a user is submitting a valid corporate username that
matches the username of the user logged into the source IP
address of the session, Map IP Addresses to Users.

o If you plan to use the domain credential filter method, which
detects whether a user is submitting a valid username and
password and that those credentials match the user who is
logged in to the source IP address of the session, Configure
Credential Detection with the Windows-based User-ID Agent
and Map IP Addresses to Users.
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Content Inspection Features

Credential Phishing Prevention

Enable Credential Phishing Prevention

Configure URL Filtering to detect
corporate credential submissions to
websites that are in allowed URL
categories.

If you have not done so already,
configure a best practice URL
Filtering profile to ensure
protection against URLs that
have been observed hosting
malware or exploitive content.

Select Objects > Security Profiles > URL Filtering and Add or
modify a URL Filtering profile.

On the User Credential Detection tab, select one of the
Methods to Check for Corporate Credential Submissions:

o Use IP User Mapping—Checks if username submissions
match the user logged into the source IP address of the
session.

e Use Domain Credential Filter—Checks for valid corporate
usernames and password submissions and verifies that the
submitted credentials match the user logged into the
source IP address of the session.

o Use Group Mapping—Checks that submitted usernames
match a username in the user-to-group mapping table.
With group mapping, you can apply credential detection to
any part of the directory, or limit it to selected groups that
have access to your most sensitive resources, such as IT.

Set the Valid Username Detected Log Severity the firewall
uses to log detection of corporate credential submissions. By
default, the firewall logs these events as medium severity.

Block (or alert) on credential submissions

to allowed sites.
The firewall automatically skips
checking credential submissions
on sites that have never been
observed hosting malware or
phishing attacks to ensure the
best performance even if you
enable checks in the
corresponding category. The list
of sites on which the firewall will
skip credential checking is
automatically updated via
Application and Threat content
updates.

On the Categories tab, for each Category to which Site
Access is allowed, select how you want to treat User
Credential Submissions:

o alert—Allow users to submit credentials to the website, but
generate a URL Filtering log each time a user submits
credentials to sites in this URL category.

e allow—(default) Allow users to submit credentials to the
website.

e block—Block users from submitting credentials to the
website and display a response page.

e continue—Present a response page to users that requires
them to click Continue to continue with credential
submission.

Select OK to save the URL Filtering profile.

Apply the updated URL filtering and
credential detection settings to the

Security policy rules that allow web
traffic.

Select Policies > Security and Add or modify a Security policy
rule.

Select Actions and set the Profile Type to Profiles.

Select the new or updated URL Filtering profile to attach it to
the Security policy rule.

Select OK to save the Security policy rule.

Commit the URL Filtering profile and Security policy rule updates.
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Credential Phishing Prevention

Content Inspection Features

Enable Credential Phishing Prevention

Monitor credential submissions the
firewall detects.

A new ACC widget provides a
view into the number of users
who have visited malware and
phishing sites. Select ACC >

Hosts Visiting Malicious URLs.

Select Monitor > Logs > URL Filtering.

The new Credential Detected column indicates events where the
firewall detected a HTTP post request that included a valid
credential:

Category Application Action g;te::tn:jal \
E‘_- unknown web-browsing block-url yes
E‘_. block-url yes
E‘_. block-url yes
E‘_- malware block-url yes
E‘_- EDL- shared-URL block-url yes
E‘_- malware block-url yes

(To display this column, hover over any column header and click the
arrow to select the columns you'd like to display).

Log entry details also indicate credential submissions:

Captive Portal
Proxy Transaction
Decrypted

Packet Capture
Client to Server

Server to Client
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Content Inspection Features Telemetry and Threat Intelligence Sharing

You can now participate in telemetry, a community-driven approach to threat prevention. Telemetry allows
the firewall to periodically collect and share information about applications, threats, and device health with
Palo Alto Networks. Sharing threat intelligence provides the following benefits:

e Enhanced intrusion prevention system (IPS) and spyware signatures delivered to you and other
customers worldwide. For example, when a threat event triggers vulnerability or spyware signatures, the
firewall shares the URLs associated with the threat with the Palo Alto Networks threat research team, so
they can properly classify the URLs as malicious.

e Rapid testing and evaluation of experimental threat signatures with no impact to your network, so that
critical threat prevention signatures can be released to all customers faster.

e Improved accuracy and malware detection abilities within PAN-DB URL filtering, DNS-based
command-and-control (C2) signatures, and WildFire.

You can choose which telemetry data to share with Palo Alto Networks. The firewall collects the data from
your firewall logs; the combination of log types and log data depend on the Telemetry settings you enable.

An enhancement of the Statistics Service feature in firewalls running PAN-OS 7.1 and earlier, telemetry is
an opt-in feature. Palo Alto Networks does not share your telemetry data with other customers or
third-party organizations.
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Telemetry and Threat Intelligence Sharing Content Inspection Features

Enable Threat Intelligence Sharing

Step 1 Select Device > Setup > Telemetry, and edit the Telemetry settings.
#2 paloalto
p werwores | Dashboard ACC Monitor Policies Objects Network Device
1/ setup =z ~ q
=4 High Availability Gl
[Fl ¥
e Config Audit Tel
?’ Password Profiles il ﬁ-h
& Administrators Application Reports Edit
€5 Admin Roles Threat Prevention Reports
EBAuthentl(atlcn Profile URL Reports
ﬁ Authentication Sequence File Type Identification Reports
User Identification k Threat Prevention Data
QVM Information Sources Threat Prevention Packet Captures
v @Certiﬁcate Management Product Usage Statistics
&3 Certificates Passive DNS Monitoring
& Certificate Profile
Step 2 Select the telemetry data you want to share with Palo Alto Networks. For more specific descriptions of this
data, see What Telemetry Data Does the Firewall Collect?
If you have previously configured your firewall to share data through the Statistics Service (PAN-OS 7.1), the
Telemetry settings that match the Statistics Service settings are selected and enabled by default.
Step 3 View the telemetry data (or examples of the data) that the firewall collects. See Enable Threat Intelligence

Sharing.

Telemetry

Telemetry Sharing

Join other Palo Alto Networks customers in a global sharing community, helping to raise the bar against the latest
attack techniques. Choose the type of data you share across applications, threat intelligence, and device health
information to improve the fidelity of the protections we deliver. Palo Alto Networks will use the data you contribute
to improve threat prevention, reduce noisy signatures, and enhance application and URL classifications.

Telemetry is an opt-in feature that is disabled by default and controlled with the settings below. You can enable or
disable sharing at any time. The information you share may include personal information. To see what kind of
information is collected for a report type, view the Report Sample or follow the link to download Threat Prevention
Data. Click the Help icon to learn more about the types of information collected.

Settings
¥4 Application Reports | Threat Prevention Data @
|| Threat Prevention Reports ErEieTI | Threat Prevention Packet Captures
| URL Reports B | Product Usage Statistics
.| File Type Identification Reports By | Passive DNS Monitoring

Select All  Deselect All

Step 4 Click OK and Commit your changes.
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Content Inspection Features Palo Alto Networks Malicious IP Address Feeds

With an active Threat Prevention subscription, Palo Alto Networks now provides two malicious IP address
feeds. These IP address feeds allow you to leverage the latest Palo Alto Networks threat intelligence when
blocking traffic by IP address.

o Palo Alto Networks - Known malicious IP addresses—Contains IP addresses that Palo Alto Networks has
verified as malicious.

e Palo Alto Networks - High risk IP addresses—Contains malicious IP addresses from threat advisories
issued by trusted third-party organizations.

Palo Alto Networks delivers updated versions of the IP address feeds as part of the daily antivirus content
updates for the firewall. Entries from the most recent versions of the feeds replace the entries from older
versions. The feeds are predefined, which means that you cannot modify their contents. However, you can
create a new external dynamic list that uses either of the predefined IP address feeds as a source. This gives
you the flexibility of excluding IP addresses from the feed, if necessary.

Assess your organization’s threat prevention strategy when referencing the Palo Alto Networks malicious and
high-risk IP address feeds in security policy rules. Palo Alto Networks employs a variety of safety checks to
prevent shared or legitimate IP addresses from being added to the known malicious IP address feed; however,
it's possible for an IP address in the feed to be mapped to multiple servers, some of which might not cause
malicious behavior. Furthermore, while the high risk IP address feed comes from trusted third-party sources, Palo
Alto Networks does not regulate the contents of this feed.

To monitor traffic associated with the known malicious or high-risk IP address feed, create a security policy rule
reserved for blocking traffic from the feed, then filter the Traffic log by the rule you created.

Use a Palo Alto Networks Malicious IP Address Feed in Policy

Confirm that the firewall can access the | e Confirm that you have activated your Threat Prevention
Palo Alto Networks malicious IP address subscription on the firewall. Select Device > Licenses to check
feeds. that your subscription is valid.
e Confirm that you have downloaded and installed the latest
Antivirus version on your firewall.
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Palo Alto Networks Malicious IP Address Feeds Content Inspection Features

Use a Palo Alto Networks Malicious IP Address Feed in Policy (Continued)

View the contents of the Palo Alto View external dynamic list entries for the following malicious IP
Networks malicious IP address feeds address feeds:
directly on the firewall. e Palo Alto Networks - High risk IP addresses

e Palo Alto Networks - Known malicious IP addresses

Filter the list to check that it does not contain IP addresses you
need to access.

External Dynamic Lists (Read Only) ®

etworks - High risk IP addresses

Name Palo

Create List | List Entries And Exceptions

List Entries Manual Exceptions

(LY 26 225 46 25|

Apply
[F] 162.244.31.128 Filter

[ 210.51.13.120

[E] 103.218.100.99

[F 176.61.142.178

[F] 193.201.225.100
[ 178.32.23.21

[ 193.201.225.180

[F 193.201.225.205

[F] 43.225.46.25

[F] 23.226.57.129 h

If you have an active AutoFocus subscription, hover over any of the
IP addresses in the list to open the drop-down and view an
AutoFocus Intelligence Summary for it.

You cannot delete, clone, edit, or exclude IP addresses from a Palo
Alto Networks malicious IP address feed.
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Content Inspection Features Palo Alto Networks Malicious IP Address Feeds

Use a Palo Alto Networks Malicious IP Address Feed in Policy (Continued)

(Optional) Create a new external e In the Type drop-down, select Predefined IP List.
dynamic list that uses a Palo Alto e Select a Palo Alto Networks IP address feed to use as a Source
Networks IP address feed as a source. for your external dynamic list.

External Dynamic Lists ®

Name  my-custom-block-list
[ shared
Create List | List Enries And Exceptions

Type( Predefined IP List bt

Description

Source

Falo Alto Metworks - High risk IF addresses

Palo Alto Networks - Known malicious IP addresses

e (Optional) Exclude entries from the external dynamic list (new in
PAN-OS 8.0).

The firewall updates the custom external dynamic list you just

created each time it receives an update for the Palo Alto Networks

IP address feed, but your list exceptions are preserved.

Use a Palo Alto Networks malicious IP  |Enforce policy on entries in an external dynamic list. Use the
address feed to block network traffic. known malicious or high-risk IP address feed (or custom list based
on either of these feeds) as a source or destination address object

in a Security policy rule.

© Palo Alto Networks, Inc. PAN-OS 8.0 New Features Guide e 65


https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/policy/configure-the-firewall-to-access-an-external-dynamic-list.html
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/policy/configure-the-firewall-to-access-an-external-dynamic-list.html
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/policy/exclude-entries-from-an-external-dynamic-list.html
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/policy/enforce-policy-on-an-external-dynamic-list.html

Enhanced Coverage for Command and Control (C2) Traffic Content Inspection Features

Command-and-control (C2) describes when a compromised system is surreptitiously communicating with an
attacker’s remote server to receive malicious commands or exfiltrate data. A new type of signature that
detects C2 traffic is now generated automatically. While C2 protection is not new, previous signatures
looked for an exact match to domain names in DNS queries or full URLs in HTTP client requests to identify
a C2 host. The new, automatically-generated C2 signatures detect certain patterns in C2 traffic instead of
the C2 host. This enables the firewall to provide more accurate, timely, and robust C2 detection even when
the C2 host is unknown or changes rapidly.

To benefit from the enhanced C2 protection, you'll need a Threat Prevention license—the new, automated
C2 signatures are made available with hourly Antivirus updates, and further C2 protection continues to be
delivered with the Applications and Threats updates. Additionally, both the Palo Alto Networks Threat Vault
and AutoFocus are integrated with the firewall, and you can leverage these resources to immediately access
more information about C2 attacks the firewall detects.

Enable C2 Protection and Learn More About C2 Attacks

Select Device > Licenses and confirm that the firewall Threat Prevention license is active.

Select Device > Dynamic Updates and enable the firewall to get the latest Antivirus updates every hour.

The extended, automated C2 protection this feature introduces is made available with the latest
Antivirus updates; however, Applications and Threats content updates also continue to provide C2
protection.

To enable full coverage for C2 attacks, make sure that you also enable the firewall to check for the
latest Applications and Threats content every 30 minutes (see New Scheduling Options for
Application and Threat Content Updates).

Enable the firewall to block C2 activity it Select Objects > Security Profiles > Antivirus and Add or
detects. modify an Antivirus profile.

The default action for C2 signatures is Reset Client; this
means that when the firewall detects C2 communication, it
resets the client-side TCP connection or drops the UDP
connection.

Setting up an Antivirus profile defines how you want
the firewall to treat C2 attacks that match the new
automated C2 signatures—also set up an
Anti-Spyware profile to make sure that the firewall is
blocking all C2 attacks.

Attach the Antivirus profile (and Anti-Spyware profile) to a
security policy rule:
Select Policies > Security and Add or modify a security
policy rule.
Select Actions and in the Profile Settings, set the Profile
Type to Profiles.
Select the Anti-Spyware profile you want to apply to traffic
matched to this rule.
Click OK.
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Content Inspection Features Enhanced Coverage for Command and Control (C2) Traffic

Enable C2 Protection and Learn More About C2 Attacks (Continued)

Find out more about C2 activity the e Monitor C2 activity:

firewall detects. Select Monitor > Logs > Threat. Events the firewall detected
based on the automatically-generated spyware signatures are
logged with the Threat Category autogen and the Type spyware.
Add the following filter to show only log entries for these
events:(subtype eq spyware) and (category-of-threatid
eq autogen).

e Find out more about a specific C2 event:

e Select the spyglass icon to view in-depth details for the
logged event.

. Hover over a threat Name and click Exception to
learn more about the type of threat detected and to see if
the signature that detected the threat is configured as an
exception to certain security policy rules.

Threat Category Type D Content Version Name From Zone
autogen spyware 139858 ivirus-934- Ngeneric.jq e

autogen spywar 140398582 = Antivirus-934-1065 Wgeneric.ji @ -
autogen spyware 140397723 | Antivirus-934-1065 = minmal.ane trust

TLearn more about how you can use Globally
Unique Threat IDs to gain context for a threat
signature or create a threat exception.

e Hover over an IP address, URL, or domain to search for that
artifact in AutoFocus—AutoFocus can reveal if the artifact is
frequently found with malware, if it is associated with
malware variants, and whether the artifact is targeted or
pervasive throughout your network, industry, or globally.
This feature requires an AutoFocus license.
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Data Filtering Support for Data Loss Prevention (DLP) Solutions Content Inspection Features

Data filtering is enhanced to work with third-party, endpoint DLP solutions that populate file properties to
indicate sensitive content, enabling the firewall to enforce your DLP policy. To better secure this confidential
data, you can now enable data filtering to identify the file properties and values set by a DLP solution and
then log or block the files the data filtering profile identifies.

While this feature is supported in previous release versions, it required you to use regular expression to
define the data patterns on which you want the firewall to filter. This data filtering enhancement introduces
a more simplified and intuitive workflow to prevent confidential information from leaving your network,
including:
Built-in settings allow you to easily enable the firewall to scan for file properties and specific, associated
values. If you're using a DLP solution, you can populate these settings based on your DLP policy.
New predefined data patterns enable you to quickly set up social security and credit card number
detection.

Data pattern objects previously defined to filter for credit card numbers, social security numbers, and regular
expression patterns will look a little different after the upgrade to PAN-OS 8.0.

A First Look at New and Updated Data Filtering Options
A Align Data Filtering with a DLP Solution

First Look at New and Updated Data Filtering Options

In previous release versions, a single data pattern object could contain different types of data patterns,
including credit card and social security number patterns and custom patterns. Now, data pattern objects can
be one of three types:

° Predefined Pattern—Filter for credit card and social security numbers (with or without
dashes) using predefined patterns. While the option to filter for credit card and social security numbers
existing in previous release versions, the new predefined patterns make this feature easy to use.

e Regular Expression—Filter for a string of characters.

° File Properties—Filter for file properties and values based on file type. While the option
to use regular expression patterns to filter for file properties is supported with earlier release versions,
the new built-in file property options make this feature easy to use.
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Content Inspection Features Data Filtering Support for Data Loss Prevention (DLP) Solutions

Data Patterns ®

Name CCs and SSNs
|| Shared

Description

ﬁattem Type |Predefined Pattern

)
Predefined Pattern '{t’)
Regular Expression
File Properties

] Credit Card Numbers US Credit Card Numbers pattern =~ Any

] social Security Numbers US Social Security Numbers Any
pattern

] social Security Numbers (without dash separator) US Social Security Numbers Any

pattern without dash

Additionally, data pattern objects configured before the upgrade to PAN-OS 8.0 are preserved and are
enforced with your security policy just as they were before the upgrade; however, the migrated data pattern
objects are displayed differently. A single data pattern object that contains more than one type of pattern
becomes two separate data pattern objects in PAN-OS 8.0:

Data Pattern Objects before

the PAN-OS 8.0 upgrade.
TFTNeme Credit Card# Social Security# S?S;ft‘hﬁ'itz:; Name Regex
[F] pattern1 1 1 1 1 abcdefg
2 1234567
ne3 #yz12345
=1 abc'asd'afdsfads afasd"\fasdf
4’,— 5 a.?>b"AD123\n
Corresponding Data Pattern
Objects after the PAN-OS
8.0 upgrade.
"] Name Type MHame Pattern
ﬁpattfrrl-P Predefined Pattern v Credit Card Numbers US Credit Card Numbers pattern
Social Security Numbers US Social Security Mumbers pattern
Sogial Securiby Numbers (uithoid dash separatar) LIS Social Security Numbers pattern without dash
patternl-R Regular Expressicn namel v abcdetg
name2 1234567
{ name3 ®yz12345 )
BALCS aueb AD1230

In the example above, the PAN-OS 7.1 data pattern object pattern1 includes credit card and social security
number patterns and regular expression patterns. After the upgrade to PAN-OS 8.0, the original data pattern
object is replaced by two separate objects based on the data pattern types: a predefined pattern object with
the name pattern-1P and a regular expression object with the name pattern1-R.

A P added to the end of the data pattern name indicates a predefined data pattern that was configured
before the upgrade to PAN-OS 8.0, and an R added to the end of the pattern name indicates a regular
expression data pattern that was configured before the upgrade to PAN-OS 8.0.
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Data Filtering Support for Data Loss Prevention (DLP) Solutions Content Inspection Features

Align Data Filtering with a DLP Solution

If you are using a DLP solution to add file properties to documents in order to mark those documents as
confidential, you can use the new built-in file property settings to configure the firewall to block those
confidential documents from leaving your network.

Take the following steps to use the new settings to enable data filtering based on file properties (previous
release versions required you to create regular expression data patterns to enable the same functionality).

Filter Data Based on File Properties

Define a new data pattern object to
detect file properties.

Select Objects > Custom Objects > Data Patterns and Add a
new object.

Set the Pattern Type to File Properties.

Add a new rule to the data pattern object, and give that rule a
descriptive Name.

Select the File Type and based on the file type you choose,
also select the File Property that you want scan for a specific
value.

Enter the specific Property Value that you want the firewall to
detect.

Click OK to save the data pattern.

Add the data pattern object to a data
filtering profile.

Select Objects > Security Profiles > Data Filtering and Add or
modify a data filtering profile.

Add a new profile rule and select the Data Pattern you created
in Step 1.

Specify Applications, File Types, and what Direction of traffic
(upload or download) you want to filter based on the data
pattern.

The file type you select must be the same file type you
defined for the data pattern in Step 1, or it must be a
file type that includes the data pattern file type. For
example, you could define both the data pattern object
and the data filtering profile to scan all Microsoft
Office documents. Or, you could define the data
pattern object to match to only Microsoft PowerPoint
Presentations, while the data filtering profile scans all
Microsoft Office documents.

If a data pattern object is attached to a data filtering

profile and the configured file types do not align

between the two, the profile will not correctly filter
documents matched to the data pattern object.

Set the Alert Threshold to specify the number of times the
data pattern must be detected in a file to trigger an alert.

Set the Block Threshold to block files that contain at least this
many instances of the data pattern.

Set the Log Severity recorded for files that match this rule.
Click OK to save the data filtering profile.
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Filter Data Based on File Properties (Continued)

Apply the data filtering settings to traffic. Select Policies > Security and Add or modify a security policy
rule.

Select Actions and set the Profile Type to Profiles.

Attach the Data Filtering profile you created in Step 2 to the
security policy rule.

Click OK.
Prevent web browsers Select Device > Setup > Content-ID and edit Content-I1D
from resuming sessions that the firewall Settings.

has terminated.

This option ensures that when
the firewall detects and then
drops a sensitive file, a web
browser cannot resume the
session in an attempt to retrieve
the file.

Clear the Allow HTTP header range option.
Click OK.

Monitor files that the firewall is filtering. |Select Monitor > Data Filtering to view the files that the firewall
has detected and blocked based on your data filtering settings.
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An external dynamic list is a text file of IP addresses, domains, or URLs hosted on an external web server.
You can configure the firewall to periodically import an external dynamic list and block or allow traffic based
on its contents. The following enhancements provide more visibility into the contents of an external dynamic
list and the list entries currently used in policy. External dynamic lists also now give you the flexibility to
choose list entries to exclude before using a list to enforce policy, while new authentication measures allow
you to use external dynamic lists more securely. Lastly, you can now protect your network against malicious
hosts by using new dynamic IP address lists that Palo Alto Networks maintains.

Explore New External Dynamic List Enhancements

e Use one of the Palo Alto Networks Malicious IP Select Objects > External Dynamic List.
Address Feeds as a source for the external Click Add.
dynamic list.

When setting the details for the new external dynamic list,
select the new external dynamic list Type Predefined IP List.

External Dynaic Lists ®

Name | bad-ips
Shared

Create List | List Entries And Exceptions

Type v

Description(] Predefined IP List §5 )

Domain List
URL List

Source

Select a Palo Alto Networks malicious IP address feed as the
list Source.

Click OK.

72 e PAN-OS 8.0 New Features Guide © Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/policy/use-an-external-dynamic-list-in-policy.html

Content Inspection Features

External Dynamic List Enhancements

Explore New External Dynamic List Enhancements (Continued)

e Enable Authentication for External Dynamic
Lists.

Server authentication ensures that your firewall
retrieves external dynamic lists from valid
sources. Client authentication enables you to
use external dynamic lists from more secure
sources that require a username and password
to restrict list access.

Select Objects > External Dynamic List.
Click on an external dynamic list to view the list settings.

Select a Certificate Profile for authenticating the web server
that hosts the external dynamic list.

If the external dynamic list source requires a username and
password to access the list, select Client Authentication and
enter login credentials for the list.

External Dynamic Lists ®

Name test EDL - IP
| shared
Create List  List Entries And Exceptions

Type | IP List -

Description | IP addresses to block

Source | https:/f
Server Authentication

Certificate Profile | blocklist_cp b

@Iient Authentication

Username
Password

Confirm Password

Repeat | Hourly v

E—

Click OK.
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Explore New External Dynamic List Enhancements (Continued)

e View external dynamic list entries directly on
the firewall.

Select Objects > External Dynamic List.
Click on an external dynamic list to view the list settings.

Click the List Entries and Exceptions tab. View the entries
from the most recent version of the list that the firewall
retrieved.

External Dynamic Lists ®

Name | exception-high risk-1

Create List List Entries And Exceptions

/Tist Entries ™\ Manual Exceptions
[ 88.198.87.52 [ 88.196.57.52
[ 222.186.21.145 [0 222.186.21.145
[ 123.240.34.120 [ 123.249.34.120

[0 60.241.184.209

[ 188.247.135.99
O 202.20.230.198

[ 193.107.17.145
[ 103.7.59.135
[ 175.107.192.78

\4

DS

View AutoFocus threat intelligence for an external
dynamic list entry to assess its pervasiveness and risk
in your network. Click the drop-down next to a list
entry, and click AutoFocus. To use this feature, you
must have an active AutoFocus subscription and
enable AutoFocus threat intelligence on the firewall.

e Exclude entries from an external dynamic list.

This is useful if you want to block or allow traffic
based on some but not all of the entries in a list|

View external dynamic list entries directly on the firewall.

Add an entry to the Manual Exceptions list.
Select a list entry and click Submit ( ).

Click Add and manually enter a value (refer to formatting
guidelines for an external dynamic list). A manual exception
must match a list entry exactly. For example, if one of the
entries in an external dynamic list is the IP address range
1.1.1.1-3.3.3.3 and you manually enter 2.2.2.2 as an
exception, the firewall will not consider it an exception
unless 2.2.2.2 is also a list entry.
You can add up to 100 exceptions to an external dynamic list. You
cannot save your changes to the external dynamic list if you have
duplicate entries in the list of exceptions. The firewall marks
duplicate entries with a red underline.
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External Dynamic List Enhancements

Explore New External Dynamic List Enhancements (Continued)

e Check the number of external dynamic list
entries used in policy to make sure you don’t go
over the firewall limit.

In PAN-OS 8.0, you can reference a total of 30
external dynamic lists with unique sources
across all security policy rules. In addition,
external dynamic list entries (IP addresses,
domain, and URLs) now only count toward the
maximum number supported by the firewall if
they belong to lists referenced in Security policy
rules you enforce on the firewall.

Select Objects > External Dynamic List.

Click List Capacities.

Compare how many IP addresses, domains, and URLs are
currently used in policy against the total number of entries
that the firewall supports for each list type. Since these values
vary from firewall to firewall, the List Capacities window is not
available on Panorama.

Predefined IPs displays the number of IP addresses in the most
recent Palo Alto Networks Malicious IP Address Feeds saved
to your firewall, even if they are not used in policy.

[7] Name « Location Description Source
v Dynamic IP Lists
B8
Capacities
Currently used in policy Total capacity

O

Ps

Predefined IPs

Domains
B URLs
0
B8
=
Add B [©] B8 List Capacities

/201608:01:51
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Explore New External Dynamic List Enhancements (Continued)

o Use Global Find to check if a domain, IP address, Click Search.
or URL belongs to one or more external dynamic
lists used in policy.

This feature is useful for determining which
external dynamic list (referenced in a Security
policy rule) is causing the firewall to block or

Enter an IP address, domain, or URL, and click the spyglass to
start the search.

If you enter an IP address that falls within an IP address
range entry in an external dynamic list, Global Find will
> > not associate the IP address with the external dynamic
allow a certain domain, IP address, or URL. You list. For example, if you search for the IP address

can use Global Find from any page on the 2.2.2.2 and there is an external dynamic list with the
firewall. entry 1.1.1.1-3.3.3.3, the search results for 2.2.2.2 do
not include that external dynamic list.

If the IP address, domain, or URL is in an external dynamic list
that is used in policy, the search results include the new
category External Dynamic Lists. Expand this category to
view which external dynamic lists contain the value you
entered.
If an IP address, domain, or URL is a list exception and
you search for it in Global Find, the search results still
include the external dynamic list(s) from which it is
excluded.

axample.com Q

I Name Location Type Location |
[ External Dynamic Lists (2) |
domain-block-list-1 @
domain-block-list-2
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New Scheduling Options for Application and Threat Content Updates

The firewall can now check for the latest App-1D, vulnerability protection, and anti-spyware signatures every
30 minutes or hourly, in addition to being able to check for these updates daily and weekly. These new
scheduling options mean that the firewall can retrieve Applications and Threats content updates within as
little as 30 minutes of when the updates are made available. This enables more immediate coverage for
newly-discovered threats and strengthens safe enablement for updated and newly-defined applications.

You can also use Panorama to set the schedule for managed firewalls to retrieve Applications and Threats
content updates. Managed firewalls that are not upgraded to PAN-OS 8.0 will convert the 30-minute or
hourly schedule to a daily schedule (and by default, they will check for new content updates at 3 AM daily).

Check for Application and Threat Updates Every 30 Minutes or Hourly

Confirm that the Threat Prevention
license is active on the firewall.

If you do not have a Threat Prevention
license, but still want to the firewall to

check for Application updates every 30
minutes, continue to Step 2.

Select Device > Licenses and check that the Threat Prevention
license is active.

Set the schedule for the firewall to
retrieve Applications and Threats
updates.

Select Device > Dynamic Updates.

Select the schedule link for Applications and Threats.

Set the Recurrence to Every 30 Minutes or Hourly for the
firewall to check for new Applications and Threats every half
hour or every hour.

Applications and Threats Update Schedule
Recurrence | B

Every 30 Minutes
‘ Hourly

Daily

Weekly

None

Click OK to save the new Applications and Threats update
schedule.
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Five-Minute Updates for PAN-DB Malware and Phishing URL Categories Content Inspection Features

The Malware and Phishing URL categories in the PAN-DB cloud are now updated every five minutes based
on the latest information from the Threat Intelligence cloud. Firewalls with an active PAN-DB URL Filtering
license automatically benefit from these more frequent URL category updates following the upgrade to
PAN-OS 8.0.

With PAN-DB URL Filtering, the firewall holds a cache of URLs and their categorizations locally; when a user
accesses a website that is not in the local cache or if the local cache entry has expired, the firewall queries

the PAN-DB cloud to determine the URL category of the website. At this time, the firewall will get the very
latest categorization for the URL from the PAN-DB cloud, and will add the new URL to the local cache. To

ensure that the firewall is configured to then block access to malware and phishing sites based on the latest
URL category updates, take the following steps.

Block Malware and Phishing URL Categories

Enable PAN-DB URL Filtering. This includes obtaining and installing a PAN-DB URL Filtering
license and activating URL filtering.

Restrict access to malicious and phishing Select Objects > Security Profiles > URL Filtering and Add or
sites. modify a URL filtering profile.

Configure a best practice URL Filtering profile to
ensure protection against URLs that have been
observed hosting malware or exploitive content.

Select Categories.

Check that the Site Access for the malware and phishing
categories is set to block.

Click OK to save the profile.

(Optional) You can also enable the new Credential Phishing Prevention feature to prevent users from
submitting credentials to untrusted sites, without blocking their access to those sites.
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Content Inspection Features Globally Unique Threat IDs

All Palo Alto Networks threat signatures now have permanent, globally unique IDs that you can use to look
up threat signature information and create permanent threat exceptions. While globally unique IDs are
already provided for vulnerability and spyware signatures, this release extends unique IDs to antivirus and
DNS signatures. Previously, antivirus and DNS signature IDs were sometimes reused due to the large
number of signatures generated on a daily basis and some IDs matched to more than one signature. Now,
because you must configure threat exceptions based on threat IDs, globally unique threat IDs ensure that
these exceptions remain permanently and correctly enforced.

Additionally, PAN-OS 8.0 introduces new threat categories to classify different types of threat signatures
along with the new threat IDs. You can use the threat categories to filter both firewall logs and the ACC for
certain types of threats and to build custom reports.

A Learn More About Threat Signatures using Threat IDs

A New Threat Categories and How to Use Them

Review the PAN-OS 8.0 upgrade and downgrade considerations for this feature before you get started:

e Because antivirus and DNS signatures now have globally unique IDs, the threat ID ranges that existed for
these signatures in previous release versions no longer apply. If you have used antivirus and DNS threat ID
ranges to build any custom logic, to create custom reports, or as part of an integration with a security
information and event management (SIEM) solution, you should revisit those areas to see if you can instead
leverage the new Threat categories.

e Threat exceptions configured in PAN-OS 7.1 are not migrated with the upgrade to PAN-OS 8.0. Instead, you
can now use the new, permanent, and unique IDs to New Threat Categories and How to Use Them.

Learn More About Threat Signatures using Threat IDs

The firewall Threat logs record all threats the firewall detects based on threat signatures and the ACC
displays an overview of the top threats on your network. Each event the firewall records includes an ID that
identifies the associated threat signature.

Now that all threat IDs are unique, you can use the threat ID found with a Threat log or ACC entry to:
Easily check if a threat signature is configured as an exception to your security policy.

What is a threat exception?

Palo Alto Networks defines a default action (such as block or alert) for threat signatures; unless otherwise
specified, the firewall enforces threat signatures based on the default action. However, you can create a threat
exception to either exclude a threat signature from enforcement or to modify how the firewall enforces that
specific signature. Learn more about and create threat exceptions.

Find the latest Threat Vault information about a specific threat. Because the Threat Vault is now
integrated with the firewall, you can view threat details directly in the firewall context or launch a Threat
Vault search in a new browser window for a threat the firewall logged.
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Globally Unique Threat IDs Content Inspection Features

Find Threat Details Using Threat IDs

Confirm the firewall is connected to the |The firewall is now enabled to access the Threat Vault by default in

Threat Vault. order to gather the latest information about detected threats. To
confirm that threat vault access is enabled after upgrading to
PAN-OS 8.0, select Device > Setup > Management and edit the
Logging and Reporting setting to Enable Threat Vault Access.

Find the threat ID for threats the firewall detects:

e To see each threat event the firewall detects based on threat signatures, select Monitor > Logs > Threat.
You can find the ID for a threat entry listed in the ID column, or select the log entry to view log details,
including the Threat ID.

e Toseeanoverview of top threats on the network, select ACC > Threat Activity and take a look at the Threat
Activity widget. The ID column displays the threat ID for each threat displayed.

e To see details for threats that you can configure as threat exceptions (meaning, the firewall enforces the
threat differently than the default action defined for the threat signature), select Objects > Security
Profiles > Anti-Spyware/Vulnerability Protection. Add or modify a profile and click the Exceptions tab to
view configured exceptions. If no exceptions are configured, you can filter for threat signatures or select
Show all signatures.
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Find Threat Details Using Threat IDs (Continued)

Hover over a Threat Name or the threat ID and click Exception to review both the threat details and how the
firewall is configured to enforce the threat.

For example, find out more about a top threat charted on the ACC:

Threat Activity BEYEE

®) threats —
vulnerability 99
flood 4
0 10 20 30 40 50 60 70 80 90 100 110
Threat Name ID Seve... Thre.. Threat.. Count
HTTP OPTIONS Method 30520 g vulner... infodeak 30
HTTP Directory Traversal Vulnerability 30844 m vulner... info-leak 161
SSH User Authentication Brute Force Attempt 40015 m vulner... brute-for.. 9M
Microsoft Jet Database Engine Remate Code Execution Vulnerability — 30104 Q, Global Find ode-exe... 8H
) ode-exe.. 8H
Value b
Threat Details = sk 8N
e Microsoft Jet Database Engine Remote Code Execution Vulnerability @ Exception fo-leak 41
tep 4 el
S D 30104 (View in Threat Vault) — de-exe.. 4l

Description Microsoft Jet Database Engine 4.0 is prone to a code execution vulnerability while parsing crafted
database queries. The vulnerability is due to the lack of proper checks of user input through HTTP
URLs, which could allow arbitrary commands to be executed. An attacker could exploit the
vulnerability by sending a crafted HTTP request, which could lead to remote code execution.

Severity SIS
CVE CVE-2004-0197

Bugtrag ID 10112
Vendor ID

Reference http://www.microsoft.com/technet/security/bulletin/MS04-014.mspx
hittp:/fwww.kb.cert.org/vuls/id/740716

o

I..1 O
Il

[T Best practices
Vuln Strict Pcap

[T test
[ pcap-all (shared)
[ 7] strict-1 (shared) Step 5

Review the latest Threat Details for the threat and launch a Threat Vault search based on the threat ID:

e Threat details displayed include the latest Threat Vault information for the threat, resources you can use
to learn more about the threat, and CVEs associated with the threat.

e Select View in Threat Vault to open a Threat Vault search in a new window and look up the latest
information the Palo Alto Networks threat database has for this threat signature.
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Find Threat Details Using Threat IDs (Continued)

Check if a threat signature is configured as an exception to your security policy:

o |f the Used in current security rule column is clear, the firewall is enforcing the threat based on the
recommended default signature action (for example, block or alert).

o A checkmark anywhere in the Used in current security rule column indicates that a security policy rule is
configured to enforce a non-default action for the threat (for example, allow), based on the associated
Exempt Profiles settings.

The Used in security rule column does not indicate if the security rule is enabled, only if the
security policy rule is configured with the threat exception. Select Policies > Security to check if an
indicated security policy rule is enabled.

Add an IP address on which to filter the threat exception or view existing Exempt IP Addresses. Configure an
exempt IP address to enforce a threat exception only when the associated session has either a matching
source or destination IP address; for all other sessions, the threat is enforced based on the default signature
action.

New Threat Categories and How to Use Them

This feature also introduces new threat categories to classify different types of threats. You can use threat
categories to filter threat logs and ACC activity and to build custom reports. If, in earlier release versions, you
had configured custom reports for antivirus and DNS signatures based on threat ID ranges, you can use
threat categories to recreate those reports.

Custom reports based on antivirus and DNS ID ranges will no longer exist following the upgrade to PAN-OS 8.0.

The following table lists and describes threat categories that are used to classify different types of threat
signatures and the events that these signatures detect. The threat categories are subsets of the more broad
threat signature types: spyware, vulnerability, antivirus, and DNS signatures.

New Threat Category in Description Threat Type Content Update that
PAN-OS 8.0 Provides These Signatures
apk Malicious Android Application Package virus Antivirus

(APK) files. wildfire-virus WildFire or WildFire Private
autogen C2 traffic that has been detected with spyware Antivirus

automatically-generated C2 signatures—
these signatures can detect C2 traffic even
when the C2 host is unknown or changes

rapidly.
dmg Apple disk image files (DMG), used with virus Antivirus

the Mac OS X operating system. wildfire-virus WildFire or WildFire Private
dns DNS queries for hostnames associated spyware Antivirus

with malware.
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Content Inspection Features

New Threat Category in Description

PAN-OS 8.0

Threat Type

Globally Unique Threat IDs

Content Update that
Provides These Signatures

dns-wildfire DNS queries for hostnames associated spyware WildFire or WildFire Private
with malware—these are queries that
WildFire detected when executing a
previously unknown file in the WildFire
virtual environment.
flash Adobe Flash applets and Flash content virus Antivirus
embedded in web pages. wildfire-virus WildFire or WildFire Private
flash-lzma Adobe flash files that have undergone virus Antivirus
Lempel-Ziv-Markov chain algorithm wildfire-virus | WildFire or WildFire Private
(LZMA) compression.
java-class Java applets (JAR/class file types). virus Applications and Threats
wildfire-virus
is JavaScript files. virus Antivirus
macho Mach object files (Mach-O) are virus Antivirus
executables, libraries, and object code that | wildfire-virus | WildFire or WildFire Private
are native to the Mach OS X operating
system.
office Microsoft Office files, including documents | virus Antivirus
(DOC, DOCX, RTF), workbooks (XLS, wildfire-virus | WildFire or WildFire Private
XLSX), and PowerPoint presentations (PPT,
PPTX).
openoffice Office Open XML (OOXML) 2007+ virus Antivirus
documents. wildfire-virus WildFire or WildFire Private
pdf Portable Document Format (PDF) files. virus Antivirus
wildfire-virus WildFire or WildFire Private
pe Portable Executable (PE) files, including virus Antivirus
object code, DLLs, and FON (fonts). wildfire-virus | WildFire or WildFire Private
pkg Apple software installer packages (PKGs), | virus Antivirus

used with the Mac OS X operating system.

wildfire-virus

WildFire or WildFire Private
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Predefined File Blocking Profiles

Content Inspection Features

You can now quickly and easily enforce the best practice file blocking settings on your Security policy allow
rules using two new predefined File Blocking profiles. For most traffic (including traffic on your internal
network) you will want to block files that are known to carry threats or that have no real use case for
upload/download to ensure that malware is not sneaking into your network or that sensitive data is not
being exfiltrated out of your network in legitimate traffic.

The new profiles are intended a starting point that you can use to clone and modify per your specific business

requirements:

e basic file blocking—Attach this profile to the Security policy rules that allow traffic to and from less
sensitive applications to block files that are commonly included in malware attack campaigns or that have
no real use case for upload/download. It blocks upload and download of PE files ( .scr, .cpl, .dll, .ocx, .pif,
.exe), Java files (.class, .jar), Help files (.chm, .hlp) and other potentially malicious file types, including .vbe,
.hta, .wsf, .torrent, .7z, .rar, .bat. Additionally, it prompts users to acknowledge when they attempt to
download encrypted-rar or encrypted-zip files. This rule alerts on all other file types to give you complete

visibility into all file types coming in and out of your network.

e strict file blocking—Use this stricter profile on the Security policy rules that allow access to your most
sensitive applications. This profile blocks the same file types as the other profile, and additionally blocks
flash, .tar, multi-level encoding, .cab, .msi, encrypted-rar, and encrypted-zip files.

Name Location Rule Name

basic file blocking Predefined Block high risk file types

Continue prompt encrypted files
Log all other file types
strict file blocking Predefined Block all risky file types

Continue prompt encrypted files
Log all other file types
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Applications

any

any
any
any

any
any

File Types

Direction

7z, bat, chm, dass, cpl, dll, exe, both
hlp, hta, jar, ocx, PE, pif, rar, scr,

torrent, vbe, wsf

encrypted-rar, encrypted-zip both

any

both

7z, bat, cab, chm, dass, cpl, dll, both
exe, flash, hip, hta, msi, multi-
level-encoding, ocx, PE, pif, rar,

scr, tar, torrent, vbe, wsf

encrypted-rar, encrypted-zip both

any

both

Action

block

continue
alert
block

block
alert
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