SECURITY
REFERENCE
BLUEPRINT
FOR HIGHER
EDUCATION

IT security and network teams in higher education institutions
around the world must balance privacy, academic freedom, and
data and network security for diverse groups of users - students,
faculty, staff and third parties. They must also detect and block

a rising volume of threats while ensuring high performance and
availability and complying with applicable policies and regulations.
The Security Reference Blueprint for Higher Education IT helps
organizations protect student and staff data and intellectual
property, improve uptime and availability, and prepare educational
institutions to meet new and emerging technological challenges
while reducing security threats.
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1. SECURITY CONCERNS FOR HIGHER EDUCATION INSTITUTIONS

Campus networks have had to keep up with increasing demand
for bandwidth. More connected devices, multimedia content,
e-learning tools that complement traditional learning, and the
collaborative nature of research all consume bandwidth, straining
security services to their breaking point. The increasing use of
cloud computing and Saa$S applications, while increasing efficiency
and productivity, has also introduced new threat vectors.

With reams of student and faculty data, payment systems, health-
care records and valuable intellectual property, higher education
is a top target for hackers seeking monetary gain. One study puts
the value of higher education data at $300 U.S. per record.! But
malicious hackers also successfully target educational institutions?
to disrupt operations and extract a ransom.

Many educational institutions must balance academic freedom and
the exchange of opinions with the need to protect their valuable
research, the welfare and privacy of their students, network
availability, and the institution’s reputation. For IT staff, this means
continually monitoring the networks and their resources for
cyberthreats. Navigating and monitoring this changing minefield

is a difficult and time-consuming task for security teams, some of
whom are attempting to repel millions of attacks per day.

An effective security strategy that incorporates key security
principles can address these types of exposure and damage, while
improving the visibility and control of IT teams. This paper discuss-
es how the Palo Alto Networks® Next-Generation Security Platform
enables colleges and universities to implement these principles to
detect and prevent threats to networks, devices and information

- on premises and in the cloud - while monitoring policy effective-
ness and reducing complexity and unnecessary overhead. The end
goal: Efficiently manage a high-performance learning environment
while protecting students, faculty and their data, and ensure
ongoing compliance with policies and regulations.

Il. REFERENCE BLUEPRINT GOALS AND SECURITY PRINCIPLES

The Palo Alto Networks Next-
Generation Security Platform natively
integrates network, cloud and endpoint
security into a common architecture,
offering IT teams comprehensive
visibility and control. This platform ap-
proach ensures your organization can
detect and prevent attacks, streamlines
day-to- day operations, boosts security
efficacy, and prevents threats at each
stage of the attack lifecycle. https://
www.paloaltonetworks.com/
products/platforms.html.

Optional security subscriptions
seamlessly integrate on the platform

to add: protection from known and
unknown threats; classification and
filtering of URLs; and the ability to build
logical policies based on the security
posture of a user’s device. https:/
www.paloaltonetworks.com/products/
platforms/subscriptions.html.

Palo Alto Networks cloud-based or
on-premises malware analysis envi-
ronment, WildFire, provides dynamic
analysis of suspicious content in a vir-
tual environment to discover unknown
threats, then automatically creates
and enforces content-based malware
protections. It also detects malicious
links in email, proactively blocking
access to malicious websites.

This Security Reference Blueprint for Higher Education describes a security framework using the preventative
capabilities of the Palo Alto Networks Next-Generation Security Platform. Using this blueprint enables
education security and IT professionals to protect Pll and IP data and maintain a high-performance, high-
availability and safe learning environment. To do so, this blueprint can help higher education institutions:

e Prevent data breaches and the loss of sensitive information.

e Prevent threats to vulnerable servers and end-user devices
owned by faculty, students, staff or researchers.

¢ Maintain high availability and performance while continuously
scanning for and preventing new threats.

o Highlight key network infrastructure assets that require
extra scrutiny in order to preserve security and prevent data
leakage.

¢ Identify best practices for network security deployment and
management.

Palo Alto Networks can provide a
Security Lifecycle Review that con-
sists of a one-week analysis of your
environment with a complete report at
the conclusion. For more information:

https:/www.paloaltonetworks.com/
company/contact-support.html

e Comply with relevant organizational policies and federal and state regulations relating to financial data,
personal data, proprietary or restricted research, national security and more.

1. http://www.ponemon.org/local/upload/file/2015%20State%200f%20Endpoint%20Risk%20FINAL.pdf

2. http://www.scientificamerican.com/article/ransomware-cyber-attack-exposes-vulnerability-of-universities/

Palo Alto Networks | Security Reference Blueprint for Higher Education | White Paper


https://www.paloaltonetworks.com/products/secure-the-network/next-generation-firewall.html
https://www.paloaltonetworks.com/company/contact-support.html
https://www.paloaltonetworks.com/products/secure-the-network/subscriptions.html
http://www.ponemon.org/local/upload/file/2015%20State%20of%20Endpoint%20Risk%20FINAL.pdf
http://www.scientificamerican.com/article/ransomware-cyber-attack-exposes-vulnerability-of-universities/

Like most industries, universities and colleges must protect faculty, staff, and their computers and servers
from cyberthreats. But unlike most industries, the majority of higher education network users are clients - not
employees - who connect their own laptops, tablets, and smartphones to campus networks. Many institutions
are evaluating how network security can protect student-owned devices - and be protected from the risks of
those devices - without impacting network performance or other student satisfaction criteria.

While the cornerstone of higher education is the free exchange of opinion and ideas, this open culture makes
institutions an attractive target for hackers.® Institutions also have a responsibility to protect any patents or
intellectual property discovered when collaborating with government or industry, and the welfare of their
students, faculty and staff. For IT teams, this means continuous network monitoring for new threats.

There are several types of cyberthreats that impact higher education networks: opportunistic malware with no spe-
cific targeted victim; exploits of vulnerable applications; and, increasingly, targeted attacks. Using some key security
principles, higher education institutions can prevent these threats, minimize network interruption or downtime, and
protect against unauthorized access and leakage of sensitive data. These core security principles include:

¢ Virtual segmentation to prevent movement of malware through the network and strengthen security posture.

e Coordinated protection across endpoints, in data centers, in remote locations, at major internet gateways
and in cloud locations.

e Advanced prevention of zero-day and known malware attacks.
e Timely reporting to enable IT, cybersecurity and intelligence professionals to coordinate actions.
¢ Immediate and automatic sharing and distribution of threat intelligence between systems.

o Application visibility and monitoring to reduce the threat footprint and assist with appropriate levels of
access and capacity planning.

Subsequent sections address each of these principles in detail.

l1l. CORE SECURITY PRINCIPLES

Application and User Visibility

Visibility into the applications being used on the network, how often they are being used, who is using them,
and how much bandwidth they are consuming helps network and security teams make informed security
policy decisions. They can use this visibility to make contextual, policy-based decisions about which appli-
cations they should allow, restrict, or block, who should be able to use certain applications, and under what
circumstances. Application and user visibility helps IT teams cater to the needs of different groups of users
while limiting the risk to the network. For example, some higher education institutions choose to block P2P
applications, as these applications can lead to exposure and damage reputations. Other schools allow P2P
applications only after verifying they are not carrying risky payloads. In contrast, port-based policies in tradi-
tional security products cannot distinguish risky or unauthorized applications or users, and therefore cannot
effectively protect the network.

To move to an application-based threat prevention model:

o |dentify frequently used applications so you can easily highlight unknown or potentially risky applications.
You can monitor traffic across your next-generation security platform to learn and understand current
traffic patterns.

e Start implementing application-based rules for a few non-critical applications with smaller user bases in
order to demonstrate success. For example, a higher education institution may choose to limit security
camera video access to only the facilities management group.

e Develop a strategy to roll out application-based rules in line with the institution’s objectives and
application and user awareness gained. For example, the next move may be to target vulnerable
applications, for example by limiting access to billing and invoicing applications to only the finance
department user group.

o [teratively lock down applications according to the approved strategy, and enforce consistent security
policy rules for users and groups with similar access and application requirements.

3. https://www.scientificamerican.com/article/ransomware-cyber-attack-exposes-vulnerability-of-universities/
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Application-based policies can help control access in the following ways:

o |dentify risky applications, for instance:
o SaaS$ storage apps that can allow unauthorized data transfer and exfiltration

o Suspicious DNS
o P2P applications such as Tor and BitTorrent

e Look for other dynamics within your environment, such as:

o Port scanners and/or vulnerability scanners
o Third-party networks that are not approved

e Build groups for traffic to always block:
o |P ranges including geo-location - does your data center need to talk to China?

e |dentify, monitor and analyze all encrypted traffic, especially from external websites (SSL/TLS). While
many applications and websites use encryption for privacy, malware authors are increasingly delivering
encrypted malware payloads. All encrypted network traffic should be examined for the presence of
malware or inappropriate usage (see Figure 1).

By implementing granular application identification, not just port-based filtering, administrators can balance
network and security requirements, effectively plan for capacity needs, and better protect the network.
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Figure 1: Palo Alto Networks Next-Generation Security Platform Application Control Center indicates the
top applications in use on the network; activity by user; threats; and other activity that is helpful in gaining
visibility and developing policies for your network.

Virtual Segmentation

In some of the latest targeted attacks against the higher education industry, attackers used spear phishing
and social engineering techniques to gain access through the unwitting victim to the target network. Many
attackers are not only able to penetrate their target network, but often successfully establish a beachhead
and remain undetected while continuing evasive and damaging action. Any such attack can impact network
integrity, student and faculty data, and regulatory compliance within your institution.

The Zero Trust approach, first coined by Forrester®4, makes it very difficult for such an adversary to suc-
ceed. This same approach makes it difficult for everyday malware to move across the network. Zero Trust

4. www.forrester.com
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boundaries® verify all users, devices and applications traversing your network, effectively compartmentalizing
user groups, devices and/or data types, such as PCI, student healthcare data or sensitive university research.
Scanning data that moves in and out of the zone not only prevents the spread of threats, it can also prevent
data from being exfiltrated.

There are three major benefits to segmenting your systems into virtual network zones:

e Limit the scope of vulnerability by compartmentalizing systems with sensitive data, such as student
health records, or vulnerable devices, such as old servers that cannot be patched.
e Limit data exfiltration by limiting the amount of data that is compromised in a breach.
e Limit the scope of compliance since only the devices, workstations, and servers in a particular zone are
subject to compliance audits.
Two separate, but complementary, virtual segmentation strategies control traffic in different ways:

o North-south segmentation controls traffic entering a network or a private, public or hybrid cloud.

e East-west segmentation controls traffic entering and exiting a virtual machine (VM).

Zero Trust boundaries, zones, or virtual network segments enable you to apply controls at every entry and
exit point of the zone, preventing malware from moving between zones, unauthorized access and lateral
movement of an advanced attack. Virtual segmentation zones can include:

e Sensitive or proprietary research that needs protection.
e Private or regulated information (e.g., health records, payroll records, student grades and more).
e Administrative data and applications (e.g., scheduling, billing, supply management).

e Special purpose or limited access environments, such as campus Wi-Fi Internet access, or that of third
parties, such as research partners, consortiums and affiliated institutions.

e Specialized smart machines and sensors, such as building and facilities management systems.

By applying this Zero Trust approach, educational institutions can protect critical sensitive, privileged, or
regulated information from unauthorized users or data exfiltration, reducing the exposure of vulnerable
systems, and preventing the movement of malware throughout the network.

Extending Coordinated Protection to Cloud Environments and Endpoints

To further improve its security posture, IT and security teams should apply the principles of Zero Trust and
virtual segmentation to cloud environments and endpoints.

Private, Public and Hybrid Clouds

Many higher education institutions are considering adopting public or private cloud architectures. Implement-
ing virtualization for existing applications within the data center not only reduces costs and improves security;
it also provides a foundation that simplifies future migration to a full cloud architecture.

While Zero Trust addresses the protection of both north-south

(network segmentation) traffic entering and exiting the data cen- Did you know?

ters and east-west (VM segmentation) traffic between applica- Palo Alto Networks Next-Generation
tions within those data centers as their own segments, it is worth Security Platform provides visibility and
noting a few more considerations for these environments: control over Saa$S applications in your

network. Then, among your sanctioned
SaaS$ applications, Palo Alto Networks
Aperture provides protection of your
data in those SaaS environments, with
complete visibility across user, folder and
file activity to prevent exposure.

o Reliability: Consider active/active high availability for
north-south boundary appliances to continuously synchro-
nize their configuration and session information, ensuring
that performance does not degrade and no trafficis lost in
the event of a hardware failure.

e Orchestration and management: Use centralized man-
agement to ensure policies can keep pace with the rate
of change to your virtualized workloads. In VMware® NSX™ deployments, automate security appliance
provisioning through predefined APIs.

5. Some organizations use virtual local area networks (VLANS) to segment their network, but VLANSs simply isolate network traffic - they
are unable to enforce the control of privileged information. In addition, by itself, a VLAN cannot inspect traffic for threats.
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e Policy consistency: Centrally define and consistently apply policies to all devices to reduce complexity and
avoid gaps in threat protection. Use centralized management to serve as a single point of management for
all appliances, both physical and virtual.

Extending Zero Trust to your SaaS environments is important to protect data from accidental disclosure and to
protect networks from threats originating in SaaS. Application visibility helps identify the SaaS applications on
your network. Then, with the proper tools, you can extend your security policies to your Saa$S applications.

Endpoints

Higher education has a plethora of devices accessing the network - some managed by the institution and
many that aren’t. An effective endpoint security strategy takes into account all endpoints, including virtual and
physical desktops, laptops®, virtual and physical servers, and other devices - regardless of patch, signature or
software-update levels, or ownership.

For managed and owned computers and servers, IT teams have a duty of care to prevent ransomware and
other malware from affecting faculty, staff and students. IT should enforce the Zero Trust model, particularly
on laptops or those with unpatched or unpatchable systems that are no longer supported by their vendors,
such as Microsoft® Windows® XP.

The main threats managed endpoints need protection from include executable malware and exploits that
target specific application vulnerabilities. To protect against them:

1. Employ lightweight agents that continually monitor for exploit techniques and malicious executables.
You should protect all managed devices from exploits and malicious executables. Ideally, only devices
that have these protections should be able to access institution applications and data.

2. Apply policy-based restrictions to prevent the spread of threats. IT teams can easily set up policies
restricting specific scenarios, such as only running applications that have been signed or other policy
enforcement options. For example, you may want to prevent files in Outlook .tmp directories or on a USB
drive from executing directly.

To protect communications, faculty-owned mobile devices such as laptops, smartphones, and tablets should
always connect to the institution network via a VPN.

Endpoints not owned by your institution should be inherently untrusted. However, through user identification
and virtual segmentation, higher education institutions can still identify many of these devices, grant or deny
them access to certain applications, and monitor and prevent threats from spreading. For example, students
working on a faculty research project on their laptops may be granted access to that research zone. However,
through policy enforcement, you may want to prevent them from downloading files into the zone, or from
using the download option of Dropbox to remove data from the zone.

Advanced and Zero-Day Attack Prevention

Advanced attacks and zero-day malware can strike swiftly, so discovery and remediation to repel attacks must
be equally swift. Automation is critical to immediately discovering and preventing zero-day threats and repel-
ling not only that attack but also subsequent similar attack attempts. Any unknown file attempting to enter a
trusted perimeter or network zone should be detonated within an advanced malware execution environment
(sandbox) for analysis. Once zero-day attacks are recognized and analyzed, only automatically generated and
delivered signatures can ensure that zero-day attacks don't get past the next-generation security appliances.

Threat Correlation and Timely Reporting

Preventing threats from impacting higher education networks requires a coordinated view for IT, cyberse-
curity, and intelligence professionals. Yet any coordination that may exist today between endpoints, data
centers, networking and security teams is typically manual. Emailing or calling another team to confer takes
valuable time that attackers use to exploit your network, which takes minutes’, or exfiltrate data. The only
way to pre-emptively prevent threats is to automate collaboration, coordination and reporting across network,
endpoint, and cloud, without relying on the human factor. Collaboration and coordination must extend to any
potential attack vector (URL, known and unknown threats) at any zone or location (network, endpoint, and
cloud). Refer to the Threat Intelligence and Correlation section for an overview of unique Palo Alto Networks
capabilities in this area.

6. Laptops can be especially at risk if users access a vulnerable public network, such as a Wi-Fi hot spot at a coffee shop. If a returning
user then connects an infected laptop with your corporate network, the risk of infecting other systems undetected increases significantly

7. http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
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IV. SECURITY REFERENCE BLUEPRINT FOR HIGHER EDUCATION

The key security principles outlined in this paper can be fully realized with the capabilities of the Palo Alto
Networks Next-Generation Security Platform, which can protect your organization from endpoint to network
core to cloud and prevent threats from impacting availability, performance, or your institution’s reputation.
This section provides a high-level reference blueprint for Higher Education IT using the next-generation
security platform.

While architecture decisions, including appropriate virtual segmentation, will be determined by your unique
network requirements, the example blueprint in Figure 2 shows a large, research-oriented higher education
network segmented into several security zones.

Virtual Segmentation on Campus
In this example, a campus with its own data center is segmented into several zones. While this architecture might
not be representative of your school or district, these virtual segments are presented for your consideration.
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Figure 2: Security Reference Blueprint for Higher Education

Protecting each zone with the Next-Generation Security Platform offers several benefits. Beyond validating
appropriate applications and their intended users, the Next-Generation Security Platform scans all traffic
entering and exiting every zone to prevent data leakage and malicious payloads from spreading:

o WildFire™ threat analysis service detects and then subsequently blocks zero-day threats by automatically
creating protections and distributing them in as little as five minutes to all Palo Alto Networks platforms

and endpoints.
e Threat Prevention blocks malicious files with signatures for known threats.

o URL Filtering prevents access to malicious websites and malicious URLs, and shares newly discovered
malicious domains and IP addresses as they’re discovered.
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devices, while also preventing
any malware or attacks from Figure 3: Segment your education network into zones

spreading into other zones.

To minimize damage to the institution’s reputation or enforce acceptable use policies, some higher education
institutions may choose to monitor or perhaps block certain applications, such as P2P applications that enable
sharing of copyrighted movies or music. A separate internet gateway ensures campus Internet performance
will not be affected by students streaming high-definition video, for example.

Campus Wi-Fi Zone

Anyone, whether faculty, staff, students, known third parties or guests, can access the campus-wide Wi-Fi
zone using a mobile device. While within the university or college walls, this network should be considered
inherently insecure. Individual institutions can choose which applications users can access from the campus
Wi-Fi zone. For example, an institution could choose to deny even authorized users on the campus Wi-Fi
network access to student records in the data center, while allowing access to e-learning applications.
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For simplicity and ease of management, many institutions may choose to merge this zone with the endpoint
zone below.

Endpoint Zone Did you know?
The endpoint zone contains all university-owned computers,
and faculty and staff computers and mobile devices (e.g.,
laptops, tablets and smartphones).

Palo Alto Networks Traps advanced end-
point protection is designed to identify
exploits as they attempt to execute and

In addition to establishing effective policies and segmenting block the execution of malicious code.
the endpoint zone, universities and colleges can apply end- Traditional antivirus software depends
point protection of exploit and malware-prevention directly to on malware signatures, which may not
school-owned endpoints. Protecting school-owned endpoints always be up- to-date in the case of
and servers with Palo Alto Networks Traps™ advanced zero-day malware or exploits. Rather
endpoint protection ensures that: than run as a separate process scanning
for malware, the Traps agent, automat-
e Any exploits on vulnerable systems, regardless of patch ically injects itself into each process as
status, are immediately thwarted. Traps automatically it is started and monitors all application
prevents attacks by blocking exploit techniques, such as activity, looking for patterns of behavior
thread injection. that are unusual or that have been seen

with previously documented exploits.
When it identifies such behavior, the
agent will automatically trigger and
block the advanced attack that would
otherwise evade detection.

e Any malware is discovered and thwarted. When unknown
.exe files are discovered, the Traps agent will automatically
query its local caches, and then potentially WildFire to
assess the file’s standing.

e Any applications or content disallowed by policy are
blocked on the endpoint.

IT teams can protect mobile devices (including laptops, tablets, and smartphones) with Palo Alto Networks
GlobalProtect™ network security client for endpoints. GlobalProtect sends unidentified files coming to and from the
mobile device to the WildFire malware execution environment for static and dynamic analysis of potential mobile
threats. GlobalProtect supports enabling two-factor authentication for even more protection for mobile devices.

PCI Zone

The PCl Zone isolates endpoints and servers that process or store credit card information. Organizations
that do not isolate such devices are required to include the entire network in the scope of PCl assessments.
Limiting the scope of compliance to the PCl Zone is possible as long as all the processing and storage of
unencrypted credit card information is limited to that zone. There are actually two PCl zones to segment

PCI data: the PCI End User zone contains user devices (for example finance department users) and the PCI
Server zone contains servers in the data center that process or store credit card information. Segmentation via
Palo Alto Networks appliances limits the flow of credit card data between the zones to specific applications or
any user directory attribute, like a department security group. For example, the finance department could be
allowed to access the PCl Server Zone, but all other users are restricted.

Palo Alto Networks GlobalProtect consists of three components:
GlobalProtect Gateway

Prevents mobile threats and policy enforcement based on applications, users, content, device and device
state. Extends a VPN tunnel to mobile devices with the GlobalProtect application. Integrates with advanced
malware analysis environment to prevent new malware.

GlobalProtect Application

Manages device, provides device state information, like encryption status, and establishes secure connectivi-
ty. Connects to the GlobalProtect Gateway to access applications and data in accordance to policy. Exchang-
es device configuration and device state with the GlobalProtect Mobile Security Manager.

GlobalProtect Mobile Security Manager

Provides device management to configure the device. Uses advanced malware signatures to identify devices
with infected applications. Shares information about the device and device state with the GlobalProtect
Gateway for enforcing security policies. Hosts an enterprise app store for managing business apps. Isolates
business data by controlling lateral data movement between business and personal apps.
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Special Department Zones

Some departments carrying out sensitive research, or research with commercial or government partners that
contain intellectual property, may want to create separate zones that specifically limit which users and devices
can access the zone. Similar to the PCI zone, this segmentation also helps limit the zone of compliance for
regulated information, such as medical or defense research.

Data Center Zone

As previously noted, Zero Trust principles segment both north-south traffic entering and exiting the data
centers, and east-west traffic between applications within those data centers. In addition to the north-south
and east-west protections, Palo Alto Networks Next-Generation Security Platform can address the reliability,
orchestration and management, and policy consistency that are necessary in these environments.

The Data center zone isolates applications and data from users in the endpoint zone, which have to pass
through a next-generation security appliance located at the zone boundary. The Next-Generation Security
Platform prevents unauthorized users from accessing the zone, and blocks all traffic except for whitelisted
applications contained in the data center, such as student records data. Role-based access control is made
possible based on the user’s security groups in enterprise directories, which specifies which applications the
user can access. Additional application-specific, role-based permissions (e.g., faculty researcher, administrator,
IT administrator) can be handled by the application.

Securing the Data Center, Public, and Private Clouds

Palo Alto Networks VM-Series virtualized platforms extend the security of the on-premises school network

to public and private clouds. Palo Alto Networks virtualized platforms support the same security features
available with physical on-premises platforms, safely enabling applications flowing into and across your private,
public, and hybrid cloud computing environments. The virtualized platforms protect Amazon® Web Services
and Microsoft® Azure® environments and private clouds from advanced cyberattacks while providing applica-
tion-level control between workloads, policy consistency from the network to the cloud, fast deployment, and
dynamic security policy updates as workloads change.

For orchestration, Palo Alto Networks offers an XML management API that enables external cloud orchestra-
tion software to connect over an encrypted SSL link to manage and configure Palo Alto Networks platforms.
An exhaustive and fully documented REST-based API enables security administrators to view, set, and modify
configuration parameters as needed. You can define turnkey service templating for cloud orchestration soft-
ware, so that the security features within the next-generation security platform become part of the data center
workflow. Palo Alto Networks Panorama™ network security management can also centralize management to
ensure policies keep pace with the rate of change to your virtualized workloads. Automate platform provision-
ing in VMware NSX deployments through predefined APlIs.

The VM-Series supports VMware ESXi™, NSX and vCloud® Air™, AWS® (including AWS GovCloud), KVM/
OpenStack® (open source), and Citrix® Netscaler SDX™. For a complete list of private and public cloud security
considerations, refer to Security Considerations for Private vs. Public Clouds.

Facilities Management Zone

As campuses expand and construct new buildings, they are incorporating smart facilities management systems
to lower energy costs and increase occupant comfort and safety. Today’s new lighting, power systems, heat-

ing, ventilation and air conditioning, security cameras and more are all internet-connected and controlled by
applications. Isolating these systems and associated applications in their own zone is a best practice that not
only protects building systems from mischievous intruders, but also from professional hackers who seek to gain
access to corporate resources through facilities management systems®. Limiting zone access to a select group of
facilities managers, third-party vendors, and IT administrators will minimize attack vectors. Ensuring any remote
access users - including third-party management firms - have GlobalProtect installed on their computers will
also prevent malware that might scrape passwords from these systems.

Software as a Service (Saa$)

Data resident within enterprise-enabled SaaS applications is typically not visible to an organization, but can be
a source of malware and a popular vector for data exfiltration. Palo Alto Networks Aperture™ Saa$S security ser-
vice connects directly to the most popular enterprise SaaS applications to provide data classification, sharing/
permission visibility, and threat detection. This yields unparalleled visibility, allowing IT teams to inspect content
for data risk violations and control access to shared data via a contextual policy. For example, schools can block
known and unknown malware that may be coming form files resident in the Saa$S application. Aperture can also
quickly quarantine data if a policy violation occurs, such as an attempt to exfiltrate PII.

8. https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
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External Faculty and Staff Access

Sometimes the weakest security link is the endpoint device, particularly if it is outside the campus network.
GlobalProtect extends both a VPN and granular security out to remote faculty, staff, and third-party devices -
computers, tablets, and smartphones - no matter where they travel. Remote devices maintain the same security
posture and access capabilities as inside the network perimeter. Suspicious files and content are automatically
sent to WildFire for analysis.

Threat Intelligence and Correlation

With new ransomware and millions of other potential threats a day, network and security teams need tools that
seamlessly work together to prevent quickly changing attacks and help separate truly dangerous or targeted
threats from more everyday ones. Palo Alto Networks platforms and subscriptions automatically work together,
so your IT and security teams can provide better security against threats with the same or fewer resources. The
platform automatically:

e Correlates and analyzes new threats from any vector.

e Creates new signatures to combat those threats.

e Reprograms security functions across the network with those new signatures.
e Makes available artifacts from any new threat for ongoing or later analysis.

You can customize appliance and management appliance views per administrator or department, allowing IT
and security teams to share views of alerts and other activities of interest across your network.

Palo Alto Networks also provides prioritized, actionable security intelligence on attacks that merit immediate
attention. AutoFocus™ contextual threat intelligence service organizes and presents the largest collection

of new and emerging malware data in the world. It builds on billions of threat artifacts from over 10,000
advanced-malware execution environment subscribers, applies unique large-scale statistical analysis, human
intelligence from the Palo Alto Networks threat intelligence team, and tagged indicators from your organization
and a global community of cybersecurity experts also using the service. AutoFocus provides full context on
attacks, such as who is attacking, how they are attempting to compromise the network and if any indicators of
compromise are already present on the network.

Often, the same industry faces attacks by the same adversary. In higher education institutions, where there

is growing interest in obtaining data or intellectual property for cybercriminal profit, sabotage and espionage,
there is more reason to act swiftly. Palo Alto Networks Threat Intelligence Cloud enables swift sharing of threat
signatures so that all parties can benefit from threats discovered across all organizations within your industry,
while AutoFocus enables organizations within the same industry to understand what others have seen within
their industry.

V. MIGRATING TO PALO ALTO NETWORKS NEXT-GENERATION SECURITY PLATFORM

The Palo Alto Networks Migration Tool makes it easy to migrate from IP/port-based firewall rules in legacy
firewalls? to application-based rules in Palo Alto Networks next-generation security appliances, while minimiz-
ing the risks of the change. As shown in Figure 1, the Palo Alto Networks Application Control Center depicts
the top applications and sources which you can use in establishing visibility to understand the needs of your
particular organization, while making decisions on how best to reduce risk.

A phased approach via documented change control is highly recommended. Successful deployments typically
first perform a like-for-like migration of firewall rules to the Palo Alto Networks firewall component of the
platform. Then, after about 15 days, the deployment team uses the migration tool to begin the iterative process
of defining application-based policies to replace the legacy port-based policies. After the last migration phase,
the port-based rules are removed, and the application-based policies remain.

In future phases, the deployment team can work with network and security departments to take full advantage
of the application policies technology by limiting access to individual applications based on the desired criteria
(for example, Active Directory security groups, or location-based user IP address ranges).

Higher education institutions are subject to a wide range of government and industry regulations to protect and main-
tain privacy and integrity of data. Education institutions have used the Zero Trust approach and Palo Alto Networks

to support compliance with health regulations (such as the U.S.-based HIPAA Security Rule) and the protection of
personal information (such as PIPEDA, the EU Data Protection Directive, or other country-specific regulations).

9. The Palo Alto Networks Migration Tool is compatible with Juniper, Cisco, Check Point, Fortinet and McAfee configuration files.
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VI. SUMMARY

Implementing effective security controls with a Zero Trust prevention focus helps higher education institutions
protect against cyberthreats and safeguard academic research, intellectual property, and student, faculty and
staff data. Palo Alto Networks Next-Generation Security Platform provides higher education institutions around
the world with coordinated, highly effective and easily administered threat prevention, protecting sensitive data
and ensuring regulatory compliance while maintaining high network performance.

To learn more, please visit https:/www.paloaltonetworks.com/solutions/industries/education/education-higher.

4401 Great America Parkway © 2017 Palo Alto Networks, Inc. Palo Alto Networks is a

Santa Clara, CA 95054 registered trademark of Palo Alto Networks. A list of our
Main: +1.408.753.4000 trademarks can be found at http://www.paloaltonetworks.
Sales: +1.866.320.4788 com/company/trademarks.html. All other marks mentioned

Support:  +1.866.898.9087 herein may be trademarks of their respective companies.
security-reference-blueprint-for-higher-education-wp-122216

www.paloaltonetworks.com



https://www.paloaltonetworks.com/solutions/industries/education/education-higher

