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Executive Summary

Key Findings
38 out of 75 (50%) technological controls in place provide protection for the given stage of the cyberattack
lifecycle
27 out of 75 (36%) technological controls in place providing protection to some of the enterprise network

against stages of the cyberattack lifecycle.

10 out of 75 (13%) technological controls have No coverage provided for protection against attacks, according to

that component of the cyberattack lifecycle.

Alignment of Findings with the Cyberattack Lifecycle

The below stacked chart provides a high-level overview of the controls listed by group, along with the number of full,
partial and no-coverage controls. Based on the details provided during the interview question-and-answer session,
Test Account appears to be weak when protecting against risks and threats from the following areas of the attack
lifecycle:

While there are control weaknesses found in all areas reviewed, Test Account appears to have better protection in
the following areas:

Delivery (Perimeter Breach)

Command and Control (Outbound)
Privileged Operations and Resource Access
Exfiltration

Exploitation and/or Install

Operations

Maintenance

Analytics

Total Controls by Group
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100%
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Delivery C&C Privileged Op Exfiltration Exploitation Operations Maintenance
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Figure 1: Controls by Grouping
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The Prevention Posture Assessment summarizes the business and security risks facing Test Account by
documenting key security findings, along with recommendations. Palo Alto Networks® worked with Test Account’s
information technology and security staff to gather the data via an interview process.

This report represents a snapshot of the Test Account environment at the time the questions were answered;

The cyberattack lifecycle focuses on a series of techniques, methodologies and processes that attackers follow
when attempting to compromise or breach systems.

Test Account can improve defense against successful attacks by implementing controls that stop attackers at any
point in this lifecycle to prevent compromise and data loss via exfiltration. It should be noted that an attacker needs
to be successful in all the steps of the attack lifecycle; whereas the defender, needs only to stop them at one step
for the attack to be unsuccessful.

This report documents prevention gaps and provides recommendations that teams can implement to improve the

security posture and reduce the risk to business operations.
\
\

Exploit and/or Command Privileged Resource
Install and Control Operations Access

Delivery

Figure 2: Cyberattack Lifecycle
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Enterprise, Mobility and SaaS - Delivery (Perimeter Breach)

This stage focuses on stopping attackers as they attempt to breach the network. Attackers succeed in this stage by
reaching out in various ways to users. Many times, this part of the cyberattack lifecycle involves phishing or social-
engineering techniques to trick the user into installing malicious files. Our analysis includes the traditional
architecture access points, as well as mobile or remote devices, SaaS-based resources, and shadow IT (a term
often used to describe information technology systems and solutions built and used inside organizations without
explicit organizational approval).

Properly fielding all the capabilities available from Palo Alto Networks Threat Prevention protects across all threat
vectors that attackers use to bypass the perimeter of the network — often the first line of defense.

Delivery (Perimeter Breach) Overview Chart

Delivery

33%

50%

Full Partial ® None

Figure 3: Delivery (Perimeter Breach) Overview Chart

Key Findings

IPS (All ports, inline, both sides of traffic) (1) IPS at all Internet Access Points: Current Posture is Block of
Critical/High Severity and Default Medium/Low/Informational

IPS (All ports, inline, both sides of traffic) (2) IPS Extension for Remote Access: IPS extended out to laptop
environment with an on demand setup

URL Filtering (All ports) (4) Pro-Active Investigation of URL: Currently utilizing Bluecoat and correlation of malware
activity thresholds for alerts

Segmentation (Zones) (5) Zero Trust Model Adoption: Current user wireless and wired segmented behind internal
firewall and plans to move wireless to utilizing PVLANSs during hardware refresh

Anti-Malware (All ports and inline) (6) Perimeter Anti-Malware: Currently blocking via PANW anti-malware

Sandboxing (All ports and inline) (7) Perimeter File-Sandboxing: Licensed version on client segmentation PANW
firewalls

© 2017 Palo Alto Networks, Inc. | Confidential and Proprietary



Sandboxing (All ports and inline) (8) File-Sandboxing extension for Remote Access: No MDM solution currently to
enforce on-demand per-app vpn for off Wifi access

Decryption (9) Decryption: Current decryption is done via the Bluecoat's only for user traffic

User and Application Control (Layer 7) (11) Application Control at Internet Access Point: Some APP-ID rules
currently in place for Perimeter

User and Application Control (Layer 7) (12) User Control at Internet Access Point: Partial implementation of allow
groups on perimeter currently

User and Application Control (Layer 7) (13) Identify and Control of Unknown Applications at Perimeter: Currently
not identifying Unknown Applications on Perimeter

User and Application Control (Layer 7) (14) Evasive Technologies Prevention: Currently utilizing URL filtering for
blocking and minimal App Block List

SaaS malware delivery protection (15) SaaS Application Anti-Malware: Currently no scanning of Malware in
Sanctioned SaaS Applications

E-mail store and forward (16) Email Store/Investigate/Forward: Proofpoint implementation set for March

Infrastructure Protection (Zones) (17) DoS and Reconnaissance Prevention: Akamai for DDoS protection and
PANW thresholds set for DoS some alerts set for reconnaissance protection

Hosted Service Protection (Internal Zones) (18) Limited Unwanted Network Activity: No current DoS Protection
rules utilized

Recommendations

IPS (All ports, inline, both sides of traffic) (1) IPS at all Internet Access Points: Current Posture is Block of
Critical/High Severity and Default Medium/Low/Informational. Recommended Default Strict has
Critical/High/Medium to block; Review strategy to implement a block stance in current IPS for Medium severity
threats also.

IPS (All ports, inline, both sides of traffic) (2) IPS Extension for Remote Access: IPS extended out to laptop
environment with an on-demand setup; recommend moving to a always on configuration for corporate laptops
offsite; Review MDM solutions for implementing a mobile device IPS enforcement

Segmentation (Zones) (5) Zero Trust Model Adoption: Review current zero trust action plan and design a phased
implementation approach

Sandboxing (All ports and inline) (8) File-Sandboxing extension for Remote Access: Review MDM solutions for
Mobile devices to enforce file-sandboxing

Decryption (9) Decryption: Current decryption is done via the Bluecoat's only for user traffic, recommend reviewing
decryption solutions for business applications and designing/implementing a solution

User and Application Control (Layer 7) (11) Application Control at Internet Access Point: Some APP-ID rules
currently in place for Perimeter, Review security policy base and identify a methodology for implementing APP-ID
rules in a phased approach for Perimeter

User and Application Control (Layer 7) (12) User Control at Internet Access Point: Partial implementation of allow
groups on perimeter currently, Recommended combining the APP-ID phased implementation with User-ID to
migrate all Perimeter rules to utilizing APP and User ID

User and Application Control (Layer 7) (13) Identify and Control of Unknown Applications at Perimeter: Currently
not identifying Unknown Applications on Perimeter, Recommended implementation of the APP and User ID policy
base will help drive this also

User and Application Control (Layer 7) (14) Evasive Technologies Prevention: Currently utilizing URL filtering for
blocking and minimal App Block List, Develop a functional black list for all evasive applications; Design and
implement standard encryption enforcement at perimeter

SaaS malware delivery protection (15) SaaS Application Anti-Malware: Currently no scanning of Malware in
Sanctioned SaaS Applications, Recommend review CASB solutions to implement an anti-malware enforcement
solution

E-mail store and forward (16) Email Store/Investigate/Forward: Proofpoint implementation set for March, Confirm
that the licensed version of Wildfire is integrated into Proofpoint
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Infrastructure Protection (Zones) (17) DoS and Reconnaissance Prevention: Review current Zone Protection
Profiles and identify any gaps in prevention capabilities for remediation

Hosted Service Protection (Internal Zones) (18) Limited Unwanted Network Activity: No current DoS Protection
rules utilized, Review current traffic patterns and service usage to identify areas of implementing network traffic
limits with DoS rule base

Figure 4: Delivery (Perimeter Breach) Stage Gaps
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Enterprise, Mobility and SaaS - Command and Control (Outbound)

This stage focuses on stopping an attacker from communicating with a compromised computer through a command
and control channel. Most modern day malware now leverages SSL (Secure Socket Layer) to communicate over a
secure encrypted tunnel keeping many security solutions blind to attacker activity. Some malware command and
control also tries to impersonate other well-known protocols that are often not monitored by security solutions
focused on a limited number of ports. A perfect example of this is the high number of command and control traffic
today that takes advantage of organizations opening DNS to the Internet. DNS (port 53) is one of the most widely
used ports by malware, as a large number of companies never monitor this for security risks.

Palo Alto Networks solutions allow you to easily control which protocol can use which port and protect across all
ports, regardless of protocol.

Command and Control (Outbound) Overview Chart

C&C

66%

Full Partial ® None

Figure 5: Command and Control (Outbound) Overview Chart

Key Findings

e |IPS (All ports and inline) (19) IPS Inspection for Command and Control Activity: Current posture is set to block
Critical/High and default for Medium/Low/Informational

e URL Filtering (All ports) (22) Logging only URL Container Page: Bluecoat logging all URL traffic

e  URL Filtering (All ports) (24) Dynamically Update IP, Domain, and URL Block Lists: PAWN=IPs,
Infoblocks=Domains, Bluecoat=URLs

e Unknown App Blocking (25) Remediate Unknown TCP and Unknown UDP: No Current remediation of Unknown
TCP/UDP in enterprise

e Unknown App Blocking (26) Prevention of Post-Compromise Malware Delivery: IPS is currently enabled at
Perimeter but SSL decryption or enforcement of Standard Encryption methods is not in place

e Unauthorized App Blocking (27) Automatically Block Unauthorized Applications and Remote Access Tools: Current
black list enabled

© 2017 Palo Alto Networks, Inc. | Confidential and Proprietary
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Recommendations

IPS (All ports and inline) (19) IPS Inspection for Command and Control Activity: Current posture is set to block
Critical/High and default for Medium/Low/Informational, Design a phased approach to implementing Medium block
and utilizing DNS-Sinkhole

Unknown App Blocking (25) Remediate Unknown TCP and Unknown UDP: No Current remediation of Unknown
TCP/UDP in enterprise, Recommendations develop an action plan to re-mediate unknown TCP/UDP applications
with custom-signature or new app-id requests

Unknown App Blocking (26) Prevention of Post-Compromise Malware Delivery: IPS is currently enabled at
Perimeter but SSL decryption or enforcement of Standard Encryption methods is not in place, Recommend
reviewing Decryption and Encryption methods enforcement and implementing solution to cover this gap

Unauthorized App Blocking (27) Automatically Block Unauthorized Applications and Remote Access Tools:
Current black list enabled, Review current black list and identify any areas to improve prevention for unauthorized
applications and remote access tools.

Figure 6: Command and Control (Outbound) Stage Gaps
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Enterprise, Mobility and SaaS - Privileged Operations and Resource Access

This stage focuses on preventing an attacker from moving from one point to another inside a network. The attacker

intention at this stage is to move laterally (east-west) until they reach their ultimate goal of data center access. A key

component of this stage is the ability to segment users and applications as well as any traffic coming in or out of the
data center. Protecting the internal assets through segmentation needs to occur whether the data center workload
exists on premises, hosted or in the cloud.

Privileged Operations and Resource Access Overview Chart

Privileged Op
0%
33%
66%
Full Partial ® None

Figure 7: Privileged Operations and Resource Access Overview Chart

Key Findings

IPS (All ports and inline) (28) Lateral Traffic Security Enforcement: Lateral traffic in core from user area to any other
vlan is segmented by internal firewalls, but inside the user area itself no FW

Segmentation (32) Internal User and Application based Segmentation: Current top utilized applications segmented
by user-id rule sets

User and Application Control (Layer 7) (33) Internal Granular Control of Applications and Functions: Current User
and APP ID implementation in User Area Firewalls for Top Applications in place

User and Application Control (Layer 7) (34) Internal control of User based on Business Needs: Currently top
applications controlled by User and APP ID

Recommendations

IPS (All ports and inline) (28) Lateral Traffic Security Enforcement: Lateral traffic in core from user area to any other
vlan is segmented by internal firewalls, but inside the user area itself no FW , Review prospective solutions for
granular control of client to client connections (pvlan) and design an actionable plan to implement prevention

Segmentation (32) Internal User and Application based Segmentation: Current top utilized applications segmented
by user-id rule sets , Review internal user area firewall security policy to continue segmentation of traffic by User
and APP ID for all policies

User and Application Control (Layer 7) (33) Internal Granular Control of Applications and Functions: Current User
and APP ID implementation in User Area Firewalls for Top Applications in place, Continue adoption of User and
APP ID security rules in this area and re-mediate unknown tcp/udp found with either block of unwanted or
classification with custom signatures/new app-ids

© 2017 Palo Alto Networks, Inc. | Confidential and Proprietary
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e User and Application Control (Layer 7) (34) Internal control of User based on Business Needs: Currently top
applications controlled by User and APP ID , Review current User/APP ID rules and design a security policy around
controlling all user traffic based on business need

Figure 8: Privileged Operations and Resource Access Stage Gaps

Data Center, Cloud and SaaS - Exfiltration

This stage focuses on preventing an attacker from removing the business-critical data from the business. Protecting
business-critical information in the Data Center is critical. History has shown that failure at this stage of the
cyberattack lifecycle was the costliest. This kind of failure has the potential to negatively affect the company’s stock
price for the business through legal requirements.

Exfiltration Overview Chart

Exfiltration

= Full = Partial ® None

Figure 9: Exfiltration Overview Chart
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Key Findings

North/South IPS (All ports and inline) (35) DC North/South IPS: Currently blocking Critical/High threat signatures
User and Application Control (Layer 7) (36) DC Application Control: No App-ID based rules in DC Area</div>

User and Application Control (Layer 7) (37) DC User Control Security Policy: Partial User-ID based rules in DC
Area

East/West IPS (All ports and inline) (39) DC East/West IPS: Currently some VLANSs in DC not segmented off by a
Firewall

Anti-Malware (All ports and inline) (40) DC EastMWest and North/South Anti-Malware: Currently Anti-Malware
enabled for DC Segments behind Firewalls but no decryption

Sandboxing (All ports and inline) (41) DC East/West and North/South File Sandboxing: Currently Anti-Malware
enabled for DC Segments behind Firewalls

Automated Extension of Policy, Security and Micro-segmentation for Surge Operations (43) Security Extension for
Surge Operations: No policy in place for extension of Security Policies in Surge-Operations

Public Cloud Protection, Visibility, and Control (49) Segmentation or Whitelisting of Public Cloud: Leveraging built in
security groups for segmentation

Public Cloud Protection, Visibility, and Control (50) IPS/AV/Anti-Malware for Public Cloud: No Current IPS/AV/Anti-
Malware

Public Cloud Protection, Visibility, and Control (51) File-Sandboxing for Public Cloud: No Current File Sandboxing

Public Cloud Protection, Visibility, and Control (52) Automation of Standard Security Policies in Public Cloud: No
current automation of security policy

SaaS IT Sanctioned (Box, Dropbox, Google Drive, GitHub, Salesforce, Yammer) (53) : Sanctioned SaaS
Application List: Has a current list of Sanctioned SaaS applications

SaaS IT Sanctioned (Box, Dropbox, Google Drive, GitHub, Salesforce, Yammer) (54) Sanctioned SaaS User
Activity Visibility: Utilizing Skyhigh, Digital Guardian, and Saviynt

SaaS IT Sanctioned (Box, Dropbox, Google Drive, GitHub, Salesforce, Yammer) (56) Sanctioned SaaS Content
Sharing Control: Integration between Saviynt and Google to track content shared

SaaS IT Unsanctioned (Zippyshare, 4share) (58) Unsanctioned SaaS Application Control: Partial implementation of
control from Bluecoat white listing

SaaS Enforcement and Reporting (59) SaaS Governance and Policies: Governance in place but in-consistent in
subsidiaries

Recommendations

North/South IPS (All ports and inline) (35) DC North/South IPS: Currently blocking Critical/High threat signatures ,
Recommendation to adopt clone of default strict policy with Critical/High/Medium block and Low/Informational
default action

User and Application Control (Layer 7) (36) DC Application Control: No App-ID based rules in DC Area, Design
and implement an approach to phasing in a App-ID security policy for DC firewalls

User and Application Control (Layer 7) (37) DC User Control Security Policy: Partial User-ID based rules in DC
Area , Continue a phased implementation of User-ID based security policy for DC Firewalls

EastWest IPS (All ports and inline) (39) DC East/West IPS: Currently some VLANSs in DC not segmented off by a
Firewall , Recommended review current DC architecture and design/implement an actionable approach to migrate
all DC app-tiers (VLANS) to a segment behind a DC Firewall

Anti-Malware (All ports and inline) (40) DC East/West and North/South Anti-Malware: Currently Anti-Malware
enabled for DC Segments behind Firewalls, Recommended review current DC architecture and design/implement
an actionable approach to migrate all DC app-tiers (VLANS) to a segment behind a DC Firewall

Sandboxing (All ports and inline) (41) DC East/West and North/South File Sandboxing: Currently Anti-Malware
enabled for DC Segments behind Firewalls, Recommended review current DC architecture and design/implement
an actionable approach to migrate all DC app-tiers (VLANS) to a segment behind a DC Firewall
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Automated Extension of Policy, Security and Micro-segmentation for Surge Operations (43) Security Extension for
Surge Operations: No policy in place for extension of Security Policies in Surge-Operations, Recommend
reviewing current VM environment to design a security solution to extend security during surge operations

Public Cloud Protection, Visibility, and Control (50) IPS/AV/Anti-Malware for Public Cloud: No Current IPS/AV/Anti-
Malware, Implement the designs currently in review

Public Cloud Protection, Visibility, and Control (51) File-Sandboxing for Public Cloud: No Current File Sandboxing,
Implement the designs currently in review

Public Cloud Protection, Visibility, and Control (52) Automation of Standard Security Policies in Public Cloud: No
current automation of security policy, Implement the design currently in review

SaaS IT Unsanctioned (Zippyshare, 4share) (58) Unsanctioned SaaS Application Control: Partial implementation
of control from Bluecoat white listing, Recommend utilizing App-ID from Palo Alto Networks devices for
Unsanctioned Saa$S along with Bluecoat URL categories

Capability m Current State Future State
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Figure 10: Exfiltration Stage Gaps

Endpoint(Workstations/Servers) - Exploitation and/or Install

This stage of the attack lifecycle focuses on what can be allowed on the endpoint to prevent breaches. It requires
that the company not be reliant upon traditional AV-based, signature-scanning technologies, which are reliable stop-
gap solutions about 24-50 percent of the time when a virus is first seen. Test Account instead should focus on an
endpoint solution that stops exploit techniques — the tools today’s attackers use to compromise hosts through
common, yet advanced, methods.

Stopping malware based on traditional product offerings often requires a one-to-one signature relationship. As
malware continues to morph, thought-programming changes or in-the-wild, traditional antivirus technologies need to
release new signatures for existing malware. Palo Alto Networks Traps™ advanced endpoint protection is focused
on exploit preventions (the same techniques that malware writers use), so that preventing only one of the many
techniques needed to compromise a system prevents the malware from being successful. This exploit focus also
limits the number of signatures needed to block a larger number of malicious files.

Exploitation and/or Install Overview Chart

Exploitation

@ Full = Partial ® None

Figure 11: Exploitation and/or Install Overview Chart

Key Findings

¢  Exploit Prevention (Physical Workstations and Servers) (60) Exploit Prevention on Physical Hosts: Utilizing Carbon
Black
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e  Exploit Prevention (Virtual Workstations and Servers) (61) Exploit Prevention on Virtual Hosts: Utilizing Carbon
Black

e Outdated Windows Servers and Workstations (62) Outdated Windows Hosts: Outdated hosts accounted for and
required for legacy applications

e  Sandboxing (63) Endpoint File Sandboxing: Carbon Black utilized and integrated with Wildfire on managed devices,
but subsidiaries on premise are uncontrolled

e  Sandbox Indicator Scaling (64) Endpoint Malicious Indicators Distribution: Carbon Black utilized and integrated with
Wildfire on managed devices, but subsidiaries on premise are uncontrolled

e  Endpoint Control and Restrictions (66) Endpoint Operational Restrictions: Using Symantec
e Anti-Malware (67) Endpoint Anti-Malware: Currently Anti-Malware not deployed on all servers or vendor appliances
Recommendations

e Anti-Malware (67) Endpoint Anti-Malware: Currently Anti-Malware not deployed on all servers or vendor appliances,
Recommended deploy an anti-malware solution on all controlled servers and review vendor appliances to enforce
an anti-malware solution in that environment

Section Capability Q.No Current State Future State

Figure 12: Exploitation and/or Install Stage Gaps
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Operational Fundamentals - Operations

Operations Overview Chart

Operations
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Figure 13: Operations Overview Chart

Key Findings

Management Access (69) Management Services Control: Current limit to encrypted service ports HTTPS/SSH but
no IP AC

Admin Authentication (71) Admin External Authentication Server: Radius and VSAs used on PANW devices
Organization (74) Rule Tagging Practice: No standard tagging methodology currently used
Status Check (75) Automated HA Health Check: Currently alerting on Critical only

Recommendations

Management Access (69) Management Services Control: Current limit to encrypted service ports HTTPS/SSH but
no IP ACL, Recommended to isolate IP access of device management interfaces to specific IPs or ranges

Organization (74) Rule Tagging Practice: No standard tagging methodology currently used, Recommend tagging
strategies workshop to review and then implement

Status Check (75) Automated HA Health Check: Currently alerting on Critical only, Recommend also alerting on
high and some medium events to better track significant HA events

Panorama (76) Panorama Connect Devices Health Check: Review current alerting for Panorama managed
devices and configure specific critical/high/medium alerts has needed

Section Capability Q.No Current State Future State
68 NA NA
Operations Management Access
69 Partial Full
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Figure 14: Operations Stage Gaps

Operational Fundamentals - Maintenance

Maintenance Overview Chart

Maintenance

= Full = Partial ® None

Figure 15: Maintenance Overview Chart

Key Findings
e  Backup (77) Configuration Backup: Daily SCP backup of Panorama

¢ Content Update (78) Dynamic Updates Schedule: Currently performed on individual Firewalls; testing Panorama
scheduled updates

e  Software Update (79) Pan-OS Software Version: Version 6.1.10
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Recommendations

Figure 16: Maintenance Stage Gaps

Operational Fundamentals - Analytics

Analytics Overview Chart

Analytics

@ Full = Partial ® None

Figure 17: Analytics Overview Chart

Key Findings
¢ Analytics and Correlation (81) Log Correlation and Monitoring: Using Qradar

e Analytics and Global Intelligence Sharing (82) Global Log Correlation and Intelligence: Using Threat intel group
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Recommendations

Figure 18: Analytics Stage Gaps
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